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Important notes and 
terms of use

To use this guide, it is required that you 
have fully read and understood the legal 
notices and disclaimer on . 
By using the guide, you confirm that you 
have acknowledged the legal notices and 
disclaimer and that you use it at your 
own responsibility.
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What is MetaMask?

3

MetaMask is one of the leading self-
custody crypto wallets and is 
essentially a software application 
that functions like a digital bank 
account for cryptocurrencies. It 
allows for the storage, sending and 
receiving of digital currencies and 
assets

Due to the technical specifications 
of MTC tokens, particularly their 
relation to the ERC-1400 token 
standard, only the MetaMask wallet 
is currently suitable for managing 
MTC tokens



Installation
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In our example, we will install the 
MetaMask wallet on a Windows 
PC. MetaMask can also be installed 
on a mobile phone, but we 
recommend using a computer for 
better visibility and handling

Open your browser. In our 
example, we use Google Chrome

Visit the MetaMask website by 
entering the official URL (web 
address) in the address bar:

https://metamask.io
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Once the website is 
open, click the 

 button at 
the top right

"Get 
MetaMask"
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Scroll down slightly and 
select the browser you are 
currently using and where 
the MetaMask extension 
will be installed. In our 
example, we select Chrome
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The chrome web store 
opens. Click the 

 button
"Add 

to Chrome"
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Then click "Add extension"

The installation of the 
extension may take a few 
seconds. During this time, 
avoid clicking anything and 
do not close the browser 
until the display changes
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After about 5–20 seconds, the 
MetaMask extension should be 
downloaded. Once completed, 
a new browser tab will open 
automatically with the start 
page of the wallet installation

Read the MetaMask 
 and agree to them

terms of 
use

Then click on "Create a new 
wallet"
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Familiarize yourself with 
the additional terms of 
use regarding privacy and 
data protection at this 
step. Select optional 
settings as desired, then 
click on "I agree"
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Next, create a strong  
and confirm it by re-entering

password

Read the additional information 
about password recovery

Check the  and 
then click on 

confirmation box
"Create a new 

wallet"

Security notes:

Always store your 
passwords in a secure 
location and never share 
them with others

Neither MetaMask nor 
Monetec GmbH will ever 
ask for your passwords
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Now, carefully read the 
information provided 
below, watch the 
informational video and 
then click on "Secure my 
wallet (recommended)"
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You are now one step away from 
revealing your recovery phrase. 
The recovery phrase is the 
ultimate "key" to your MetaMask 
wallet and your assets. As the 
name suggests, the recovery 
phrase allows you to restore your 
wallet in the event of loss or 
damage to the device on which 
the wallet is installed

In the next step, you must save 
this 12-word phrase and store it 
securely. Now, click on 

 to 
proceed

"Reveal 
Secret Recovery Phrase"

Security note:

Before revealing the recovery 
phrase, make sure that no one 
can see your screen or has 
access to it – especially through 
screen-sharing services like 
Zoom, Google Meet or similar 
connections



Security note:

Unlike the set password, which 
allows everyday access to your 
wallet and can be reset upon 
reinstallation, this is not possible 
with the recovery phrase. It is 
your responsibility to keep the 12 
words safe. Neither MetaMask 
nor Monetec GmbH can recover 
the 12 words
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You will now see your recovery 
phrase, which typically consists 
of 12 english words in MetaMask. 
Write down all  in the 
correct order

12 words

After you have written down all 
the words correctly, click "Next"

Security notes:

Always store your 12 words in a 
secure place and never share 
them with others. Anyone with 
access to your phrase also has 
access to your wallet and 
assets – "Not your keys, not your 
coins"

Neither MetaMask nor Monetec 
GmbH will ever ask for your 12 
words

Double-check to ensure each 
word is written correctly and in 
the correct order. This is 
extremely important

We recommend not storing the 
12 words on digital media, not 
taking screenshots or doing 
anything similar. We advise 
using a simple sheet of paper

word

word

word word word

word word

word word word

word word
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After noting down your 12 words, 
MetaMask provides a 

. You must now enter a 
selected number of words to 
confirm that you have recorded 
the phrase correctly

verification 
step

Usually, the ,  and 
 words are requested at 

this step

third fourth
eighth

Once you have entered the 
missing words, double-check 
again that all 12 words are 
correct, then click on "Confirm"

word

word word

wordword

word word word

word

word

word

word
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After confirming your recovery 
phrase, the wallet installation is 
now essentially complete

Review the security notes 
provided here once more and 
click on "Got it"



17

For better visibility, you can now 
pin the installed MetaMask 
extension to your browser’s 
toolbar

To do this, click on the 
 at the top right

puzzle 
icon

Then click on the  next 
to the MetaMask extension so it 
turns blue. Once this is done, the 
fox icon should appear at the top 
right in the toolbar next to the 
puzzle icon

pin icon

When you have completed this 
step, simply click on "Next"
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At this point, you will see a visual 
representation of the last step, 
showing how it should look if 
everything was done correctly. 
By clicking on the fox icon, you 
can open the MetaMask wallet 
each time you start your browser

Now simply click on "Done"
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You will now see the main view of 
the MetaMask wallet. The installation 
is now successfully completed!



Copying the 

receiving address
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During the subscription process for the MTC tokens, 
you will be asked for your Ethereum wallet address 
( ). You now need to locate 
and copy it in your newly created wallet to paste it 
into the investor dashboard

receiving/delivery address

The receiving address is uniquely defined, similar to 
an IBAN for a bank account, and serves as the target 
address for transactions – in this case, the address to 
which your MTC tokens will be sent after the 
subscription process

Your new wallet’s 
receiving address is easy 
to find. Below your 
account name, in our 
example "Account 1", 
you’ll see a  of 
letters and numbers. 
Click on it to copy it – this 
is your receiving address

string
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As the accuracy of the receiving address is crucial, we 
recommend an optional intermediate step to verify it 
before pasting the copied address into the investor 
dashboard

Open a text editing program, such as Microsoft Word 
or Notepad, and paste the receiving address there to 
view it in full. In our example, we use Notepad
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Once Notepad is open, paste the copied 
address in the first line so that it appears fully 
spelled out, as shown here

Directly compare whether the first and last 
characters of your pasted address match the 
partially visible string of characters above, 
under the account name

Security note:

Make sure it is your own 
address. The address shown 
in our example is fictitious 
and should not be copied or 
used
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Now minimize your text editing program 
(do not close it)

Then click on your , in our 
case still "Account 1"

account name
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Once the next small 
display opens, click on 
the  to the 
right of the USD amount

three-dot icon

When the next 
submenu appears, click 
on "View on explorer 
(etherscan.io)"
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The  website will open – one of the most well-
known and widely used blockchain explorers for the 
Ethereum network

Etherscan

Every address, cryptocurrency, asset and every 
transaction ever made is represented in this explorer. 
Like many other explorers for their respective chains, 
Etherscan is a mirror of the activities on the Ethereum 
blockchain

At the top left, you’ll now see 
your , 
with all information and 
historical activities associated 
with your wallet below (it 
should still be empty, as this is 
a "new" wallet address)

Ethereum wallet address

Now, please copy the displayed 
address
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Once you have copied your address, please open 
your text editing program again and paste your 
address copied from the explorer in a new line 
beneath the already entered address. Both 
addresses must match 100%

Double-check that the two addresses in your text 
editing program are completely identical and also 
match 100% with the address displayed at the top 
left in the explorer. This is extremely important

Minimize your text editing program again
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Once you are in the subscription 
process in the investor dashboard, 
paste your copied address into the 
appropriate field
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Open your text editing program one last time

Ensure that the address you just entered in the 
field matches 100% with the two addresses in 
your text editing program – every letter, every 
number

Once you have confirmed that your receiving 
address is correct, you can proceed with the 
subscription process. You have now successfully 
copied and pasted your address!

Security notes:

It is absolutely essential that you 
provide your exact receiving address 
during the subscription process. 
Transactions are irreversible, and an 
incorrectly entered receiving address 
will result in the loss of the 
corresponding tokens

If you need assistance or have 
questions, contact us at 
contact@monetec.io



Importing

MTC tokens
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Once the purchase of 
MTC tokens is 
completed and the 
tokens are sent to the 
receiving address of 
your MetaMask wallet, 
you will need to make 
them "visible" in the 
wallet. MetaMask 
rarely recognizes newly 
incoming tokens 
automatically, so you 
need to import the 
token contract into the 
wallet

Open our website at 
 and 

navigate to the  
subpage in the menu 
bar

https://monetec.io
"Token"

Scroll down to the token 
details

Copy the 
 (a string of 

characters similar to a 
receiving address)

token contract 
address
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Switch to the MetaMask extension

Click on  on the 
left, in the middle

"+ Import tokens"
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A small window will open. Click on 
 at the top right"Custom token"

In the second step, paste the token 
contract address you just copied into 
the field labeled "Token contract 
address"

Make sure that the pasted string 
matches 100% with the copied string 
again. You can use a text editing 
program again to compare the 
addresses accurately

If the address is correct, the 
abbreviation  should appear in 
the  field

"MTC"
"Token symbol"

Once you have confirmed that the 
address is correct, click on "Next"
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You will now see the corresponding 
token you wish to import displayed 
again – in this case, the MTC token

The number of tokens credited to 
your wallet will also be displayed 
automatically. Instead of  the 
number of tokens you purchased 
should be displayed

"0"

Click on "Import"
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The display will now return to the main view. In the 
list of your assets, you will see the  listed 
as a new position

MTC token

Your current balance should no longer show zero if 
the purchase of MTC tokens was successfully 
completed. The correctly purchased quantity must 
be displayed accordingly

The MTC token has now been successfully added to 
your wallet!



Importing USDT
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In this section, you will now need to add  
to your MetaMask wallet, as Monetec GmbH distributes 
profits in USDT

USDT Tether

USDT Tether is a stablecoin designed to maintain a 
one-to-one peg with the US dollar

The USDT amounts will always be sent to the same 
receiving address on the Binance Smart Chain 
blockchain, where your MTC token holdings are 
located on the Ethereum blockchain. MetaMask's 
capability to maintain a single receiving address across 
multiple networks makes this possible

To enable this, you must first add the 
 to your MetaMask wallet. Click on the 

 button at the top left

Binance Smart 
Chain network
"Ethereum Mainnet"
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A new window will open

Find the line labeled 
 and click on 

"Binance Smart 
Chain" "Add"
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Once everything is correct, click 
on "Approve"

The Binance Smart Chain network  
will now be displayed in this window. 
Ensure the network details (name, 
network URL, chain ID and currency 
symbol) are correct and match the official 
data for Binance Smart Chain. This 
ensures you are adding the correct 
network. The default values are as follows:

details

It is recommended to double-check these 
details for accuracy on the official 
blockchain explorer for Binance Smart 
Chain ( ) or directly on 
Binance's support page 
(

)

https://bscscan.com

https://www.binance.com/en/square/
post/583820

Network name 

Network URL 

Chain ID 

Currency symbol 

Binance Smart Chain


https://bsc-dataseed.binance.org/
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BNB
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Read the additional information 
about this network on the next 
screen, and then click on "Got it"
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The display will change, and you will now be in the 
Binance Smart Chain network view. The network has 
been successfully added!

In the list of your assets, you will now also see the 
BNB token – the native currency of the Binance 
Smart Chain blockchain, similar to how Ethereum 
(ETH) is the native currency of the Ethereum 
blockchain. Transaction fees for activities on the 
Binance Smart Chain blockchain are paid in BNB. 
Your BNB balance should currently be zero

In the next step, the actual  must now be 
added. To do this, click again on 

USDT token
"+ Import tokens"
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A small window will open again. 
Click on  at the top left 
(usually selected by default)

"Search"

Enter  into the search 
field

"USDT"

Select  by checking 
the box (this is usually the first 
result)

"Tether USD"

Click on "Next"
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As with adding the MTC token, you 
will now see the Tether USD token 
displayed again, which you want to 
import into your wallet

The amount of USDT should 
generally be zero unless you are 
adding USDT directly after wallet 
installation and not at a time when 
profit distributions may have 
already occurred

Click on  again"Import"
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The display will now return to the main view. In the 
list of your assets, you will now see Tether USD listed 
as a new position

Whenever profit distributions occur, the balance 
shown on the right will increase. You can then 
convert the Tether USD into fiat currency via an 
exchange or another platform, withdraw it or reinvest 
it if desired. The further use is entirely up to you

The USDT token has now been successfully added to 
your wallet!

To easily switch between networks, for example, to 
return to the Ethereum network where your MTC 
tokens are stored, click on the  
button at the top left

"Binance Smart Chain"
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The familiar window will open 
again

Simply click on 
 in the upper part of 

the display

"Ethereum 
Mainnet"
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The display will now change, and you will be back in 
the Ethereum network view (recognizable by the 
inscription  in the button at the 
top left). Your MTC token balances will be displayed 
again

"Ethereum Mainnet"

If you want to switch back to the Binance Smart Chain 
network, repeat the same steps but select "Binance 
Smart Chain" from the list instead of "Ethereum 
Mainnet." In this way, you can switch between 
networks at any time



Basics



44

Finally, we would like to give you some basic  for 
handling your MetaMask wallet

tips

First, we recommend logging out of MetaMask after 
each use, just as you would log out of an online 
banking account

To do this, click on the  at the top right 
in the main view

three-dot icon

A small window will open; click on "Lock MetaMask"
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You have successfully logged 
out of your MetaMask wallet!

By re-entering your  
(the password you set during 
installation), you can log back 
into your wallet. To do this, 
click on the  button

password

"Unlock"

If you do not plan to use the 
wallet for the time being, you 
can simply close the browser 
tab or the entire browser
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Whenever you open your browser in the future 
where the wallet is installed, you will see the small 

 in the toolbar at the top right. If you want 
to open your wallet, simply click on this icon
fox icon

The compact view of the MetaMask wallet will 
then open

Enter your  as usual here and click on password
"Unlock"
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Once you have logged in, you will see the main view of 
your wallet in compact form

You can use the MetaMask wallet in this compact view 
as usual; its functionality remains unchanged. 
However, for better visibility, we recommend always 
using the expanded view. To do this, click on the 

 at the top right
three-

dot icon
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A small display will open again

Click on "Expand view"
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A new browser tab will automatically open, 
displaying the expanded view of your wallet

If desired, you can also personalize your wallet. To 
do so, click again on the account name "Account 1"

If you wish to return to the compact view, log out, 
close the new browser tab and reopen the wallet in 
the previous tab. This way, you can switch between 
the compact and expanded views at any time
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Once the next small display 
opens, click on the 

to the right of the 
USD amount

three-
dot icon 

When the next submenu 
appears, click on "Account 
details"
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Now click on the pencil 
icon
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Give your wallet a name of your 
choice. In our example, we use 

 to improve clarity"Monetec"

Then click on the  to 
confirm

checkmark
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You will automatically be redirected to the main 
view. At the top center, you will now see that your 
account name has been updated according to 
your input

You are now familiar with all the essential points 
for using the MetaMask wallet in connection with 
the Monetec project. Enjoy your experience! ;)

Security notes:

Finally, we would like to explicitly 
remind you to store your sensitive 
data securely. You alone are 
responsible for the safe storage of 
your sensitive data, passwords and 
recovery phrase

Never share your data with third 
parties. Neither MetaMask nor 
Monetec GmbH will ever ask for 
your sensitive data

Please also be cautious of potential 
phishing emails that, for example, 
claim your wallet software is 
outdated and needs to be updated, 
prompting you to click on a link – in 
99.99% of cases, these are 
fraudulent attempts

If you have any questions, 
suggestions, feedback or need 
assistance, feel free to contact us 
anytime at . 
We look forward to hearing from 
you!

contact@monetec.io
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The information provided in this guide does not constitute 
financial, legal or tax advice. This guide has been created to 
the best of our knowledge and belief to facilitate the 
subscription process and management of MTC tokens for 
investors, particularly for those with little or no prior 
experience with wallet technologies like MetaMask. It is 
explicitly stated that the information, representations or 
processes contained in this guide may be inaccurate, 
incomplete or outdated over time.

This guide exclusively covers the essential functions of 
MetaMask that are relevant to the Monetec project and MTC 
tokens. Specialized configurations, advanced functionalities 
or individual customizations are not addressed. For further 
information and specific functionalities of MetaMask, it is 
recommended to consult the official resources at 

 or contact MetaMask support.https://metamask.io

Scope of the guide and individual use 
cases

Blockchain technology and wallet providers such as 
MetaMask are subject to constant advancements. Despite our

best efforts to keep the information in this guide up to date, it 
cannot be guaranteed that every aspect included aligns with 
the latest versions or updates of the MetaMask software. 
Users are therefore encouraged to regularly review the official 
resources provided by the wallet provider.

The instructions and recommendations contained in this 
guide are general in nature. Responsibility for the use of the 
information described in this guide, as well as its application, 
lies solely with the user. Any liability, whether contractual or 
tortious, for direct or indirect damages, financial losses or 
damages arising from the use of or reliance on this 
information, is excluded to the extent permitted by law, 
including any warranties regarding returns or outcomes.

Technological and legal developments

Disclaimer of liability
General information

Security notice
Neither Monetec GmbH nor MetaMask will ever ask for your 
private keys, passwords or other sensitive data. It is strongly 
recommended to download MetaMask exclusively from the 
official website or app. If you feel uncertain during 
installation, use or regarding any other aspects – or if 
anything appears suspicious or unusual, particularly if 
someone asks for your data – please contact us immediately 
at . It is better to double-check a 
question than to risk a mistake. We are always available to 
help resolve any uncertainties together.

contact@monetec.io

Risks of investing in cryptocurrencies
MetaMask is primarily an application for managing 
cryptocurrencies. Investing in cryptocurrencies involves 
significant risks and may result in the loss of your entire
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In addition to the risks mentioned, trading cryptocurrencies 
may have tax implications. It is the sole responsibility of the 
investor to familiarize themselves with and comply with 
applicable tax laws and regulations. For tax-related questions, 
a professional tax advisor should be consulted.

Tax implications

Technical errors and system failures
Monetec GmbH assumes no liability for technical errors, 
system failures or other disruptions that may impair access to 
the MetaMask wallet, the blockchain or the assets stored 
within. This includes, but is not limited to, delays, 
interruptions or the permanent unavailability of MetaMask or 
blockchain services.

Transactions carried out via MetaMask or other wallets are 
irreversible. It is solely the user's responsibility to verify the 
accuracy of transaction details. Any liability for faulty 
transactions, including incorrect entry of recipient addresses 
or token amounts, is excluded.

Faulty transactions

Liability for third-party software or 
services
If third-party services or software are used in conjunction 
with MetaMask, Monetec GmbH assumes no liability for their 
functionality, security or legal compliance. Users are 
encouraged to review the respective terms of use and 
security policies of third-party providers.

Privacy and security responsibility
The responsibility for protecting your private keys, passwords 
and other sensitive data lies solely with you. Any liability for 
damages caused by phishing attacks, security breaches or 
unauthorized access to your wallet is excluded. It is your 
responsibility to keep your security measures up to date. 
Recommended measures include using hardware wallets, 
enabling two-factor authentication, performing regular 
security checks and continuously updating wallet software, 
browsers and all programs connected to the MetaMask 
wallet.

invested capital. Cryptocurrencies are highly volatile and 
speculative; their value can fluctuate sharply and 
unpredictably. It is therefore strongly recommended that you 
conduct thorough research before making any investment 
decisions.

Regulatory changes
It should be noted that the legal and regulatory framework 
for cryptocurrencies and blockchain technologies is subject 
to regular changes. It is the user’s responsibility to ensure 
that cryptocurrency trading complies with applicable laws in 
their jurisdiction.

Acknowledgment of use
By using this guide, you confirm that you have read and 
understood all notices and the disclaimer. You agree that 
the use of this guide is at your own risk.
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